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PCI DSS = “Payment Card Industry Data Security Standard”
Everyone who handles credit cards must comply, independent of your “merchant level”; difference in the level is the validation required.

http://usa.visa.com/merchants/risk_management/cisp_merchants.html
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K-State recently told by our bank we are now considered a level 3 merchant and they’ve called for our SAQ and quarterly network scans. Time for action.


Is all about protecting credit card information, or “cardholder data” as it’s called.
Are restrictions on what you can store and how you store it. Best to not store it at all!! Cannot store “Sensitive Authenticatoin Data” which is the content of the mag stripe on the back, the CID/CVV #, and the PIN #; can store other info like the PAN, name, and expiration, but again, it is best not to.

https://www.pcisecuritystandards.org/documents/pci_fs_data_storage.pdf
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[“PCI DSS Req. 3.4” in the table above requires rendering the PAN unreadable (i.e., encrypt it) when stored, including on backup tapes]

Version 2.0 of the PCI DSS was released in October 2010. It is more of a refinement, not a major update, providing “clarification, additional guidance, and evolving requirements”
Made up of 6 goals (“Build and Maintain a Secure Network”), 12 requirements, and 140+ specific security controls that implement those requirements.

Compliance means having EVERY one of the controls in place.
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“Cardholder data environment” includes:
· Network devices (firewalls, routers, switches)
· Servers (web, database, email if data ever sent in email)
· Applications (in-house developed, commercial, outsourced)
· Policies and procedures

Key is to limit the scope of systems and networks that handle cardholder data – transmit, process, and/or store.

K-State does have a policy for credit card handling
http://www.k-state.edu/policies/ppm/6115.html
Also has a section on PCI compliance, which states that depts. must comply, do the quarterly scans, and fill out the annual self-assessment questionnaire (SAQ).
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