November 6, 2025

Greetings Faculty Senate Leadership-
 
We are writing to inform you that we are denying the changes to D71 in the University Handbook voted upon by Faculty Senate on June 10, 2025. 
 
As part of our ongoing commitment to data security and regulatory compliance, we want to provide context regarding the university’s practices around account access for individuals no longer employed by K-State.
 
Under both state and federal policies, we are required to limit access to university systems, including email, once an individual’s employment ends. This ensures we remain compliant with cybersecurity frameworks and privacy laws that apply to all public institutions.
 
Why This Matters
We recognize the contributions of our faculty and staff and have worked to develop compensating controls that allow a small number of former employees, who have ongoing university, research, or academic commitments, continued email access under tightly managed circumstances. However, broadening access—for example, by granting indefinite email privileges to all retirees with five or more years of service—would bypass these safeguards and place the university at risk.
 
From a compliance standpoint, we must adhere to several key standards:
 
· State of Kansas IT Policy 7230 explicitly requires timely deactivation of user accounts upon separation. View policy
· Federal laws and frameworks, including:
· FERPA (student privacy)
· CUI (Controlled Unclassified Information)
· GLBA (Gramm-Leach-Bliley Act for financial data)
· NIST Cybersecurity Framework (CSF) – now formally adopted by KBOR
 
These frameworks require immediate deactivation of email and system access upon employee departure. Allowing ongoing access—even with good intent—could compromise sensitive institutional and personal data.
 
Key Requirements Upon Separation Include:
· Immediate deactivation of university email and system access (including VPN, MFA, and SSO).
· Email retention is handled through institutional archiving policies—not via continued access to accounts.
· Admin and sensitive access must be disabled and reviewed immediately to protect institutional data.
 
Best-

Jesse Perez Mendez
Provost and Executive Vice President
 
Ethan Erickson
Vice President for Administration and Finance

