Sample Notification Letter to Victims of Possible Identity Theft

[Date]

[Address Block]

Dear [first name]



       

We recently learned that the names, Social Security numbers and final grades of 45 former students who were enrolled in [course number], [course name], during the spring 2001 semester had been inadvertently exposed to the Internet and commercial search engines through a K-State departmental website.  All data has since been removed from the website and likewise from commercial search engines and their caches.

You are being notified of this security breach because you are one of the former students whose personal information was accidentally exposed.  Although there is no evidence that any student’s personal information has been misused, we are bringing this to your attention so you can be alert to any signs of possible misuse of your personal identity.  There are some steps you can take to protect yourself.  

First, you should place a “fraud alert” on your credit file to let creditors know to contact you before opening a new account in your name. Simply visit one of the online fraud alert web sites listed below or call any one of the three credit bureaus at the numbers provided and follow the instructions for victims of fraud.  You will automatically place a fraud alert on your credit file with all three of the bureaus when you call any one of them.
Equifax (www.equifax.com)

Online fraud alert:  www.fraudalerts.equifax.com
(800) 525-6285

Experian (www.experian.com)
Online fraud alert: www.experian.com/consumer/fraud_faqs.html#request

(888) 397-3742
TransUnion (www.transunion.com)

(800) 680-7289

Second, you are entitled to a free copy of your credit report so visit https://AnnualCreditReport.com to request your report and review the report carefully for accounts you did not open or for inquires from creditors you did not initiate.  If you see anything you do not understand, call the credit agency at the telephone number on the report.  Please note that the University is not going to contact you again, so if an unknown person should contact you, do not give out any additional personal information.  Additional information about identity theft can be obtained from 
www.k-state.edu/infotech/security/topics/idtheft.html.

Kansas State University is committed to maintaining the privacy of our student and employee personal information.  We deeply regret this situation and any inconvenience this incident may have caused you.  Should you have further questions regarding this matter, please contact [fname lname] in the [dept name] by e-mail at [email address] or by phone at 785-xxx-xxxx.

Sincerely,

[appropriate high level administrator]
