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:
Volume Activation
e Multiple Activation Key (MAK)
e One time activation against Microsoft

e Two methods of activating using a MAK:

1. Proxy Activation: Centralized activation request on behalf of
multiple desktops with one connection to Microsoft

2. Individual Activation: Each desktop individually connects and
activates with Microsoft

e Key Management Service (KMS)

e Activate against a customer hosted service NOT
with Microsoft

e Systems must re-activate by connecting to the
campus networks at least every 6 months
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MAK
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Centrally managed
activations of multiple
PCs

One time; No re-
activation required

PCs may/may not
connect to the Internet

One connection to
Microsoft to activate
multiple PCs

Per machine
activation

One time; No re-
activation required

PCs usually connect
to Internet

Each PC connects to
Microsoft to activate

KMS

Centrally managed
activations of multiple
PCs

Re-activation at least
every 180 days

Managed PCs that
regularly connect to
campus networks

Each PC connects to
campus network to
activate/re -activate
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*Of‘ficial* Guidance on
Windows Vista Hardware

Windows Vista Capable:
A A modern processor (at least 800MHZz)
A 512 MB of system memory.
A A graphics processor that is DirectX 9 capable

Windows Vista Premium:
A GHz 32-bit (x86) or 64-bit (x64) processor
Al GB of system memory
A28 MB of graphics memory
A0 GB of hard drive capacity with 15 GB free space
AOVD-ROM Drive
Adudio output capability
Anternet access capability
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Vista Deployment Goals

e Microsoft solution for deployment of
Windows via images

e Address cost of Image management

e Reduce total number of images
e Better tools for creation, modification and deployment

eGr eathoxion depl oyment e

e Eliminate need for MS DOS or other 3
party tools in pre-installation

e Provide a robust set of platform
technologies for Windows Deployment
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SysPrep

e Modular architecture
e Sysprep.exe Is a orchestrator

e Plugins and settings information live with
OS component code

e No longer will we need to ship a new
Sysprep with every SP or QFE.
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WIM Image Format

¢ File vs Sector Based Formats

e Often a religious argument
e Typically depends on the what the image is intended for

e WIM is a file based image format
e Non-destructive application of an OS image
e Partial volume captures
e Single instance storage of file resources
e Multiple images / volumes in a single WIM container
e Application to variable size target drives

e Archive quality images i disk or file system structures
are not stored
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WIEM | m

age For

e Highly compressed format
e Single instance of duplicate files (SHA-1

hashing)
e Files compressed t

e Spanned media su

nrough LZX or XPress

nport

e WIMs can be split and applied from parts (.swm)

e WIMs can be backed by a common resource
store T used for WDS solution

e Bootable Image format
e Support for booting WINPE from a VYIM
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Tools and Technology

¢ |ImageX
¢ Command line tool (no GUI tool available)

e Basic operations include: APPEND, APPLY, CAPTURE, DELETE,
DIR, EXPORT, INFO, SPLIT, MOUNT(RW), UNMOUNT

e |maging APIs (WIMGAPI)

e Exposes all imaging functionality
e Enables custom imaging applications and solutions
e Documented within the Deployment tool kit

e Enabling Technology (Filters)

e WIM File System Filter: Allows images to be mounted and modified
e WIM Boot Filter: Boot a Windows Vista WInPE image within a WIM
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Windows PE Overview

¢ \Windows PE Is a subset version of Vista
e Available for both 32-bit and 64-bit platforms

e Vista WInPE provides full networking, driver

injection, WMI support, Ramdisk, and access
Win32 APIs

e Windows PE is a base platform for a variety of
third party support related solutions

e Hardware and software test and diagnostic tools
e OS and utilities-based deployment
e Virus scanning and recovery-based products

e Replacement to MS-DOS and 16-bit
dependencies " Windows Vista
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U‘nattend.xml fille iInformation

e Single answer file for the Windows Vista OS
(Components, Servicing, and Applications installs)

e Can be authored through new Setup Manager

e All Unattend.txt settings will be either migrated over or
evolved into new settings within the new Unattend.xml

file.
e Extensibility to add required sections/settings for
OFactoryo install processin

e Can automate orders within the factory, building and
deploying an OS image on the fly
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System Image Manager

e Tool for Windows Vista image customization and setup
automation

e Easy addition of OS components and custom applications
(QFEs, SPs, etc.)

e Automatable T Automation model to be exposed to
support scripting of common tasks:

e Creating unattend, adding/removing components, etc.

e Unification of different answer files to Unattended.xml
file(s)

e Easy customization of component properties,
ex. |[E settings, Support information, etc.

e Off-line Image editing
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WAIK

¢ \Windows Automated Installation
Kit
e Available from download.microsoft.com

e Contains ImageX, WInPE, SIM, updates
for Server 2k3 to run WDS, etc.

Windows Automated Installation Kit (WAIK) User's Guide for
Windows Vista

A% Windows

Brief Description
RC1 Pre-release documentation

Pre-release documentation for the Windows Automated Installation Kit and Unattended Setup Reference
On This Page

; Quick Details
m Requirements

; What Others Are Downloading

Quick Details
File Name: WAIK_doc_RC1.zip
Version: 1.0
Date Published: 10/12/2006
Language:
Download Size:

Estimated Download Time: Dial-up (56K) ~ & min

Overview
The Windo allation Kit (Windows AIK) is designed to help Original Eguipment Manufacturers (OEM: m builders, and
corporat: f eploy Windows onto new hardware. The Windows AIK is a new set of deployment tools supporting the latest release of
ibes the current methods, tools, and requirements for deploying Windows.
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Wﬁy: User Account Control

e OS iIs at risk from malware when user IS
running as Administrator

e Ease with which malware can self-install

e Privilege elevation through security holes In
software

e Extent of damage caused by malware is
potentially greater

e Accidental damage caused by user
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How: User Account Control

¢ With Windows Vista, all users run as Standard
User by default, including members of Admin

group

e Only true for interactive logins; services continue to
run as before in Windows XP

e Two tokens are created at logon (split token)

¢ Standard User Token

e Administrator SID set as Deny Only (can still be used to deny
access, but not to grant)

e Runs with medium integrity level (IL)
e Most privileges removed

¢ Administrator Token

e Administrator SID has all rights assigned
e Runs with high integrity level (IL)

e All privileges are present . . |
. Windows Vistar

Microsoft Confidential



\
How: User Account Control

(cont.)

e Standard User Token is used until explicit

consent is given, then Administrator Token
Is used (Consent Ul)

e Supporting feature: Unnecessary

Administrator checks (in XP) have been
removed

e Example: Change time zone
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Ap‘plication Compatibility

e Download and run the
e Download and learn the
e Deploy the ACT 5.0 evaluators in your current environment

e Inventory, analyze, rationalize, and prioritize your application
portfolio

e Keep your software inventory up to date with current versions of
vendor products

e Set up an application testing environment for Windows Vista
e Participate in the Online Compatibility Exchange
e Participate in the

e Understand the technical compatibility issues with Windows Vista
and determine the degree to which they affect your applications

e Review the
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http://www.microsoft.com/technet/windowsvista/deploy/readassess.mspx
http://go.microsoft.com/fwlink/?LinkID=82101
http://www.microsoft.com/communities/newsgroups/list/en-us/default.aspx?dg=microsoft.public.deployment.app_compatibility
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnlong/html/AppComp.asp

Apphcation Compatibility Toolkit V5.0

C Ana'yze your portfolio Of ]@Microsoﬂ Application Compatibility Manager EE
ApplicationsiWWeb Sites; and ' ‘
Computers

All Applications Report

= Evaluate operating system
deployments eriimpact of
operating system updates

age Center

* Centrally manage compatibility
evaluators and" configuration
Settings

Arzenal

: Rationalize and©Organize by.
Applications, Web Sites, and —
Computers | 1 ! onent E14105154 A

614104118 A

: Prioritize compatibility efforts
with filtered reporting

: Add and manage Issues and
solutions for your personal
computing environment

: Deploy automated mitigations
to known compatibility issues

: Send/Receive compatibility
information to Online
Compatibility Exchange
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