PI(SWE K-State Cyber Security Awareness Quiz 2
October 25, 2006

Kansas State Unlverslly

DIRECTIONS:

Download and print the quiz. Complete the contact information and mark an “X” next to the letter
of the best response to each question. Bring your completed quiz to the cyber security awareness
table in the Student Union on Wednesday, October 25, 2006 between 11:30a.m.-1:30p.m. for
the correct answers. Quizzes that score 8/11 or better will be entered into a drawing for new
computer speakers from the K-State Union Computer Store. A winner will be drawn at the end of
the day on Wednesday, October 25, 2006 and contacted using the information provided below.
Good luck!

Name

E-Mail

Phone Number

—

Why do K-Staters have to change their passwords every semester?

___a. Excessive paranoia by K-State IT administrators.

___b. It makes K-State students and employees think more about passwords.

___c. It shortens the amount of time that a hacker/phisher can access your private data if they
steal your password.

___d. Because K-State's IT security officer says so.

2. My roommate illegally downloaded music on to my computer. It’s not my problem, it’s
hers (or his).
_a.True
___ b. False

3. Which of the following is an example of an antivirus software?
___a. Spybot Search and Destroy
___b. Trend Micro OfficeScan
___c. Defrag
___d. Ad-Aware

4. Any link provided in an e-mail from a trusted source is always safe to click on.
_a.True
___b. False

5. Which K-State policy states you cannot share your eID password?
___a. Information Resource Management policy
___b. Information Technology Security Plan
___c. Information Technology Usage policy
___d. Internet and World Wide Web Page policy



6. Which of these is a good example of a secure site:
___a. http://www.safesite.com
___b. https://www.safesite.com
___c. ftp://www.safesite.com
___d. http://www.safesite.com/verysafe

7. Which of these is an example of a strong password?
__a.ylliwtacdliw
___b.K State#1Fan
_c. Wg$4&n#Om
__d. PaSSwO0rD

8. Which of the following statements is NOT true regarding protecting computers at K-

State?

____a. All computers must have running active, up-to-date antivirus software.

___b. Student-owned computers in K-State residence halls must use the university-supplied
antivirus software.

___c. Checking and installing for updates to virus definitions and antivirus software must be
automated and performed at least daily.

__d. K-Staters must purchase the university antivirus software from the Union computer
store.

9. What is a keylogger?
___a. A hardware device that captures strokes made on a keyboard.
___b. A software program that captures keystrokes for diagnostic purposes.
___c. A software program that captures keystrokes to measure employee productivity.
___d. A software program that captures keystrokes and lets hackers bypass security so they
can steal your passwords and personal data.
___e. All of the above.

10. I have a Mac. I do not have to worry about computer viruses.
_a.True
___b. False

11. What is a botnet?
___a.arobot created overseas that can program software with no human assistance
___b. acollection of ad-aware windows that appear when visiting an illegitimate website
___c.acollection of software robots installed and used without the user’s knowledge that
have the ability to launch Denial of Service attacks, monitor keystrokes, seek out
financial information, and send spam e-mail from your email account.
___d. virus from the famous “I Love You” e-mail



