Kansas State University

Information Resource Management Council Meeting

Thursday, May 17, 2007
Hale Library Room 503

1:30 – 3:00 PM
Minutes

Members Present:  Lori Goetsch, Mike Haddock, Gary Leitnaker, Monty Nielsen, Michael North, Ralph Richardson, John Streeter, Harvard Townsend
Members Absent:  Will Baldwin, Rick Baybutt, Bill Borth, Timothy Bower, Lynn Carlin, Betsy Cauble, Al Cochran, Tony Crawford, Fred Damkroger, Mark Hollingsworth, Larry Moeder, David Rintoul, Jane Rowlett, Bruce Shubert, Cheryl Strecker
Visitor: James Lyall
I. Welcome/Introductions.  Chair Haddock opened the meeting at 1:35 p.m.  James Lyall, Associate Vice Provost for Academic Services and Technology, was recognized.
II. Minutes of March 15, 2007.  Motion to approve by Harvard Townsend, seconded by Gary Leitnaker.  Minutes approved.
III. Announcements.  Interviews for the position of Interim Vice Provost for Academic Services and Technology are being held over the course of three days.  Harvard Townsend’s interview was today; Rebecca Gould’s interview will be held tomorrow; Lynn Carlin’s interview will be held on Monday.
IV. Discussion/Update Items
A. Revised draft of the "Proposed Data Classification and Security Policy and Standards".  (Harvard Townsend)  Changes were made to sections IV, V, VI, and VII.  These changes or additions were discussed.  There were questions regarding the table on page eight.  It was decided to remove language regarding background checks as this may be covered by Human Resources in the near future.  A policy is being developed for this purpose.  There are also policies being developed regarding export and national security which may overlap with the Data Classification and Security Policy and Standards.
Betsy Cauble had emailed her concerns regarding this policy to Mike Haddock.  He read the email at the meeting and the concerns were discussed.  One of her main concerns was students having access to or working with confidential information.  She did appreciate the long timeline for policy implementation.

Michael North presented a position paper from FSCOT regarding the “Policy Packaging.”  This was reviewed and discussed.  A main concern addressed was implementation and how this would work.  Specifically, concerns regarding training and education, equipment, manpower, and cost were addressed in the paper.
Lori Goetsch pointed out that the responsibility of IRMC is to recommend policy for approval, not to implement the policy.  James Lyall suggested adding an impact statement and implementation plan, or project plan, to each policy to better address such issues.  This policy will not be voted on until a few more edits are made and the Fall Semester is in full swing, due to the changes being made in the administration which oversees this committee.  It is expected to be voted on at the September IRMC meeting.  
B. Privacy implications resulting from Trend Micro OfficeScan “Web Reputation Policies” and Internet Explorer 7 phishing filters.  (Harvard Townsend)    

The new version of Trend Micro OfficeScan, version 8.0, that will be released soon has a new security feature called “Web Reputation Policies” that was added to K-State’s license at no cost. If enabled, it will check every web site visited against known malicious sites and block access to or warn the user about those sites. While it does improve security, it will also confuse users due to the cryptic block or warning message, and it has the option of sending the web address (aka URL) of the blocked site to the departmental or central OfficeScan server, thus raising privacy concerns. It was recommended that the reporting feature be disabled to protect privacy, and that the campus be educated about Web Reputation Policies so departments can decide whether to use this feature or not. Harvard said he will inform the campus after version 8.0 of OfficeScan arrives and we have more experience with it.

Phishing filters in Internet Explorer 7 (IE7) were also discussed. Harvard explained that every time you access a web site with IE7, the web address (or URL) is sent to Microsoft to determine if it is a dangerous or malicious site. While it does provide better security, it also raises privacy concerns since Microsoft has the potential to have the full web history of anyone at K-State who uses IE7. It was recommended that K-State be made aware of IE7 phishing filters.
V. Other business as needed.  There was discussion on the need for a comprehensive IT security policy, the IT Code of Ethics, and Confidentiality Agreements.
VI. Adjournment.  Motion to adjourn by Gary Leitnaker.  Meeting was adjourned at 2:45 p.m.  The next meeting will be held in September unless issues arise that need to be discussed over the summer months.
