Kansas State University

Information Resource Management Council Meeting

Thursday, September 21, 2006
Hale Library Room 503

1:30 – 3:00 PM
Minutes

Members Present:  Rick Baybutt, Lynn Carlin, Al Cochran, Tony Crawford, Lori Goetsch, Mike Haddock, Monty Nielsen, Michael North, Beverly Page, Jane Rowlett, John Streeter, Harvard Townsend
Members Absent:  Will Baldwin, Bill Borth, Mark Hollingsworth, Gary Leitnaker, Larry Moeder, Ben Norris, Ralph Richardson, Bruce Shubert, Cheryl Strecker, Sue Zschoche
Visitors: none
I. Welcome/Introductions.  Chair Haddock opened the meeting at 1:35 p.m. Members introduced themselves.
II. Minutes of August 17, 2006.  Motion for approval by Harvard Townsend.  Seconded by Tony Crawford.  Minutes approved.
III. Announcements.
A. Upcoming Provost Lectures were discussed.
IV. Discussion/Update Items
A. Discussion of and vote on the final draft of proposed revisions to section .050 of PPM 3430 "Security for Information, Computing and Network Resources".  (Harvard Townsend)  Al Cochran moved to recommend the final draft as policy.  Lori Goetsch seconded.  Previously, Harvard and Dr. Unger met with Faculty Senate regarding this policy.  Changes suggested by FSCOT were incorporated in the final draft.  Harvard did not include a definition section but some definitions are currently embedded in policy.  Michael North suggested a review-by date be included so the policy would not get outdated.  Harvard said this policy will be reviewed periodically and no date is needed in the policy itself.  Committee voted and policy was unanimously approved, to be recommended for approval.
B. Discussion of State of Kansas audit concerns related to K-State security policies.  (Beth Unger)  Harvard Townsend gave background on IT security audit.  The list given out at the meeting lists audit-recommended changes in IT for K-State.  Dr. Unger would like feedback on the listed items and potential implications.  For example, how will the items on the list impact colleges, departments, other campus offices, etc.?  
Harvard would like to see a single security policy that covers general security issues.  Lynn Carlin suggested a format similar to the PPM specifically for IT policies.  Jane Rowlett suggested that this can be done by placing a table of contents linking to IT policies on the VPAST website.  Harvard suggested having one definition section to encompass definitions that would be needed for IT policies, one security policy or section identifying security policies, etc.  Michael North suggested having one policy, as an IT Manual, and have all other related policies be attached as appendices.  This could make it easier to update/change the current and future policies.  Harvard will bring a model of ISO 17799 Security Standards to present at next meeting.  This is an international document similar to what is being discussed.

Harvard has been charged to write policies/procedures to satisfy the audit.  The changes are mandated.  Some of the items can be done currently and others require new software or other resources that are not currently available internally. Lynn Carlin suggested organization such as a roadmap may be needed to outline plans.  Some items on the list are easily accomplished by raising awareness and others are common sense.  Other items on the list were discussed.  Harvard has a list of priorities of the audit recommended changes.
Harvard and Lynn are to discuss the currently tabled Data Classification Policy and bring it to the October IRMC meeting.  This policy had been tabled due to other IT policies being a higher priority.  Other issues have since been brought up regarding this policy.

Several committee members felt that the committee should wait for policies to address the audit list rather than provide comment on the list itself.  It was discussed that each committee member needs to bring the list to constituents for input.  Comments can be emailed to Harvard or to SIRT.  SIRT procedures regarding policy development were discussed.
C. Discussion of the approval process for IT policies  (Jane Rowlett)  Jane and Mike Haddock met regarding the IT policy approval process.  Jane gave background regarding the current process.  Harvard stated that Dr. Unger has authority to create or enforce an interim policy.  Maybe this should be added in writing to the process.  Jane did not think this should be addressed in the IT policy approval process.  All IT policies are sent to IRMC by the VPAST, who can receive policies from all other units for consideration.  IT policies must go through the VPAST before becoming policy.  Faculty Senate’s role in the process was discussed.  Michael North said that there is distrust among Faculty Senate because they feel they are not seeing the draft policy before it becomes policy.  Al Cochran asked Michael if there was a current issue relative to this distrust.  Michael indicated that there was not a current problem.  FSCOT chair brings policy from IRMC to FSCOT and reports to FS so FS does get input through FSCOT chair.  Michael stated that how a policy is presented makes a difference.  Explanations can go a long way.  

IRMC recommends policy for approval as part of approval process; does not actually approve the policy.  If there are any questions regarding the policy as it proceeds through the process, the process should be returned with comment to the VPAST.  The Executive Computer Committee has final approval authority.
Michael pointed out that the University Handbook has a printed approval process.  The IT approval process is not printed in the handbook.  It was suggested that the process be put online so that all could see it and understand it. Is there a PPM policy approval process?  Should IRMC follow this since the IT policies are part of the PPM?  It does not currently.  Jane said that the IT policy page has an approval process online.  IT policies go through VPAST from whoever drafts them and that starts the process.  Michael suggested adding a statement to item number 2 requiring members to bring proposed policies/policy to their constituents for comments and suggestions. Also, change item 2 to read “IRMC recommends approval.”

Michael North will send suggestions to Jane.  Jane, Al Cochran and Mike Haddock will meet regarding the suggested changes.
V. Other business as needed.  None.
VI. Adjournment.  Meeting was adjourned at 3:02 p.m.  The next meeting will be on October 19th.
