Kansas State University

Information Resource Management Council Meeting

Thursday, May 18, 2006
Hale Library Room 503

1:30 – 3:00 PM
Minutes

Members Present:  Tony Crawford, Lori Goetsch, Mike Haddock, Gary Leitnaker, Monty Nielsen, Michael North, Ralph Richardson, Bruce Shubert, Gail Simmonds, John Streeter, Harvard Townsend
Members Absent:  Jan Alexander, Deborah Canter, Lynn Carlin, Bongsug Chae, Al Cochran, Royce Haynes, Mark Hollingsworth, Larry Moeder, Vince Ortiz, Beverly Page, Jane Rowlett, Cheryl Strecker, Roger Terry
Visitors: none
I. Welcome/Introductions.  Chair Haddock opened the meeting at 1:35 p.m.
II. Minutes of April 20, 2006.  Motion for approval by Harvard Townsend.  Seconded by Michael North.  Minutes approved.
III. Announcements.
A. Gail Simmonds had called in for the meeting but was unable to stay.  He approves of all the items on the agenda and asked Mike Haddock to submit his votes if the agenda items where voted on.
B. John Streeter announced that there is now a formal agreement to use a PeopleSoft student system, rather than an Oracle student system.

IV. Discussion/Update Items

A. Vote on the final draft of the Policy on the Collection, Use, and Protection of Social Security Numbers.   This policy has been reviewed several times by IRMC and others.  This is the final version unless IRMC has any other suggestions.  No suggestions were made. Michael North said that FSCOT is satisfied with the newest version as their concerns have been addressed.  Harvard Townsend motioned to approve.  Gary Leitnaker seconded.  Approved by IRMC members.  Melissa Linenberger (committee staff) will continue with the official approval process.
B. Revisions to section 0.50 of the "Security for Information, Computing and Network Resources" policy in PPM chapter 3430:  
http://www.ksu.edu/policies/ppm/3430.html  

Revisions are to the 0.50 sub-sections "Password Specification" and "Virus Protection" (Townsend).  Beth Unger had originally asked Harvard Townsend to look into the current password policy and to strengthen it where needed. It was also recommended by last year’s IT security audit performed by the state. Dr. Unger will implement this as an interim policy until it passes through the policy approval process.  IRMC and FSCOT can wait until Fall to approve if needed, or IRMC can approve and FSCOT and Faculty Senate can approve during the actual approval process.  Information can be made available regarding this policy by Harvard speaking to FSCOT and/or Faculty Senate and information can be put out to the university via the InfoTech Tuesday online newsletter.  
Harvard discussed the policy and the implications of use of antivirus software, firewalls, and spyware/adware.  This summer Trend Micro will be deployed in place of Symantec as our anti-virus software for Microsoft Windows users. Macintosh users will continue to use Symantec.  A section requiring security patches has been added to the policy.
Home computer usage requirements are currently uncertain.  Cheryl Strecker, Senior Associate University Attorney, said that it is probably legal to have security requirements for home usage of K-State resources and networks as a condition for accessing K-State information and services in order to ensure proper protection of those resources.  SIRT position is that they would like to require active, up-to-date antivirus software on any off-campus computer accessing campus information from networks or via web browser.  Per Michael North, FSCOT would be ok with voting for approval now and possibly adding the home usage wording later, if needed.  Home usage enforcement was discussed.  This proposed part of the policy would be more of a guideline or recommendation since it would not be as enforceable as it would for on-campus computers.  Hand-held device security risks discussed.  

Policy to be discussed and approved by email within the next month.  Motion to vote by email by Bruce Shubert.  If the home usage section is added to the policy, Harvard Townsend will email an updated policy prior to the vote.
C. Review the draft Policy for Protecting Sensitive Data from Disclosure by Desktop Search Products (Google Desktop) (Townsend).  Harvard Townsend presented the policy to IRMC.  SIRT reviewed and revised the policy draft. By reviewing Google’s online and privacy policies, Harvard has been able to gather more information regarding the Search-Across-Computers feature.  This feature does copy and index files to the Google servers.  Their privacy policy says that the information is discoverable for legal purposes.  Their servers keep and index deleted files for up to one month.  Harvard consulted Cheryl Strecker and she said this is probably not a direct violation of FERPA as long as content is not disclosed.  She would need to check into this further with a FERPA expert to be sure.  The file location in and of itself is probably not a violation.  She is comfortable with saying it is an unacceptable risk and it can be prohibited.  Another risk is that multiple users of a single computer can see what others are doing online by using Google Desktop (or other similar desktop search tools) to search the computer.  The search-across-computers feature is not a default setting and must be turned on in the preferences menu.  
This policy has been written to be a stand-alone policy.  It is not meant to be attached as a section of another policy.  It was announced that Microsoft has a version of these features coming out soon. Concern was expressed that the search-across-computers feature may soon be a default feature on similar software.  Many software packages including this feature are now available.  Michael North brought this policy to a FSCOT and Faculty Senate meeting.  He stated that the awareness is out that this feature should not be used.

John Streeter motioned to approve this policy, Lori Goetsch seconded, and the committee approved.
V. Other business as needed.  None.
VI. Adjournment.  Meeting was adjourned at 2:18 p.m.  The next meeting will be in September, unless one is needed before then.  The committee is to vote on the PPM 3430 Security revisions by email in June.
