Kansas State University

Information Resource Management Council Meeting

Thursday, December 21, 2006
Hale Library Room 503

1:30 – 3:00 PM
Minutes

Members Present:  Rick Baybutt, Bill Borth, Tim Bower, Lynn Carlin, Betsy Cauble, Lori Goetsch, Mike Haddock, Monty Nielsen, Michael North, Ralph Richardson, Dave Rintoul, Bruce Shubert, John Streeter, Harvard Townsend
Members Absent:  Will Baldwin, Al Cochran, Fred Damkroger, Stephen Floyd, Mark Hollingsworth, Gary Leitnaker, Larry Moeder, Jane Rowlett, Cheryl Strecker
Visitors: Rebecca Gould
I. Welcome/Introductions.  Chair Haddock opened the meeting at 1:30 p.m. Members and guest introduced themselves.
II. Minutes of November 16, 2006.  Minutes were approved as presented.
III. Announcements.
A. There were no announcements.
IV. Discussion/Update Items
A. Discussion of the duration of time data is retained after someone has left the university.  Rebecca Gould explained that the interim "K-State Central Server Data Retention Policy" proposal that had been discussed at the November IRMC meeting has been dropped.  It was felt that it would be more appropriate to place a statement in the eID policy (PPM 3450) under .040 "Duration".  The statement would read "All electronic data stored on central servers will be deleted 180 days after eligibility to access that data ceases".
Harvard explained that privileges associated with an eID are disabled twice a year for people who have left K-State and an individual would have 180 days after the eID privileges are disabled before the data is deleted.  It was felt that procedures need to be explicitly stated as to what one must do with one's files when terminating employment or graduating from the university.  Rebecca pointed out that this is documented at http://www.k-state.edu/infotech/leaving/. This website will need to be updated since it says files are retained for 9 months rather than 180 days. One suggestion was to have a form or check-off sheet be required to be completed prior to each graduating student receiving his or her diploma.  Another suggestion was to send out notification via the Alumni Association e-mails that go to all graduating students about how to set up forwarding.
It was asked why this statement was being placed in the eID policy rather than in the e-mail policy.  Rebecca said many universities place this information in e-mail policies.  It was suggested to cross reference from the eID policy to the e-mail policy.  After discussion, it was the consensus of IRMC that the statement should be placed in both policies and let appropriate groups know.  There was discussion about applying this to departmental and college servers in addition to central servers, but it was felt that might more appropriately occur at a later time, if necessary.  Some departments and colleges may adapt similar policies once this is published for the central servers.
It was moved and seconded to add the following revised statement to both the eID policy and the e-mail policy:  "All electronic data solely controlled and owned by this eID stored on central servers will be deleted 180 days after eligibility to access that data ceases."  Motion passed unanimously.  Rebecca Gould will inform Jane Rowlett where this statement will be added in each of the two policies.
B. Addition of quarantine information to PPM 3430 "Security for Information, Computing and Network Resources"  Harvard proposed that the following be added to the "Protection from Malicious Software and Intrusions" portion of section .050 of PPM 3430 "Security for Information, Computing and Network Resources" http://www.k-state.edu/policies/ppm/3430.html : 

i.  Files quarantined by university-supplied antivirus software will be retained for 30 days, after which they will be deleted and not recoverable.  Log entries identifying the quarantined files will be deleted after 90 days.

There was extended discussion of this topic.  When the Trend Micro virus scanning software encounters an infected file that cannot be cleaned, the file is removed from the workstation and quarantined on the Trend Micro management server for 30 days and then automatically deleted.  This occurs with some frequency, but most files that are quarantined are malicious files that have been surreptitiously added to a user's computer.  On extremely rare occasions the quarantined file may be a document or spreadsheet.  When files are quarantined, a notification box appears on the user's screen.  However, the information provided is somewhat cryptic and Trend Micro does not allow for customizing the message.  Michael North expressed concerns about the short time frame and people not being aware that this is occurring, especially when Trend Micro quarantines a file stored on a server rather than a workstation.  It is an educational/training issue.  Folks need to understand that they are responsible for backing-up their files since central IT does not back up files on workstations.  Also, training is needed for the campus to understand backups done by IT staff for recovery from catastrophic system failures versus long-term storage to comply with K-State’s records retention policy; central IT server backups perform the former, not the latter.  An educational program is needed to inform the campus community that it is the responsibility of each user to back up his or her information. Rebecca will have the IT communications team consider how to educate the campus about backups and the Trend Micro quarantine process.
It was moved and seconded to accept the inclusion of the proposed statement in PPM 3430, with the wording changed as follows:

i.  Files quarantined by university-supplied antivirus software are retained for 30 days, after which they are deleted and not recoverable.  Log entries identifying the quarantined files are deleted after 90 days.

Additional discussion ensued.  A suggestion was made to have system administrators inform the people they support when a file is quarantined on a server. This is documented at http://www.k-state.edu/infotech/security/topics/TMquarantine.html.
Perhaps the quarantined files need to be kept for a longer time before they are deleted.  This might have storage implications.  Another suggestion was to send everyone at K-State an email notifying them that this is happening.  The question was called and a vote by hand occurred.  The motion passed with seven voting in favor and five voting against.  Due to the split nature of the vote, Chair Haddock recommended that this proposal move through the formal Kansas State University information technology approval process so there is additional opportunity for discussion.  Rowlett will be asked to prepare a policy transmittal form.
C. Draft of the "Proposed Data Classification and Security Policy and Standards"  This agenda item was tabled due to lack of time for discussion.  Harvard has received feedback from other groups regarding this policy.  He will incorporate revisions from those discussions and redistribute for the January IRMC meeting.
D.  Recommendations and Best Practices for Mobile Device Security for Kansas State University  These are guidelines and not policy.  They will be published on the IT Security web site and in the InfoTech Tuesday newsletter and serve as interim guidelines until the data classification and security policy and standards are adopted.
V. Other business as needed.
A. Dave Rintoul mentioned a possible future issue.  Are there any policy implications regarding the use of clickers in some classes?  The clickers that the university has decided upon are expensive and local retailers will not buy them back.  
VI. Adjournment.  Meeting was adjourned at 3:00 p.m.  The next meeting will be on January 18, 2007.
