Kansas State University

Information Resource Management Council Meeting

Thursday, April 20, 2006
Hale Library Room 503

1:30 – 3:00 PM
Minutes

Members Present:  Lynn Carlin, Al Cochran, Tony Crawford, Mike Haddock, Gary Leitnaker, Beverly Page, Ralph Richardson, Bruce Shubert, Gail Simmonds, John Streeter, Roger Terry, Harvard Townsend
Members Absent:  Jan Alexander, Deborah Canter, Bongsug Chae, Lori Goetsch, Royce Haynes, Mark Hollingsworth, Larry Moeder, Monty Nielsen, Michael North, Vince Ortiz, Jane Rowlett, Cheryl Strecker
Visitors: Rebecca Gould, Laurel Littrell (for Lori Goetsch), Tweed Ross (for Michael North; FSCOT)
I. Welcome/Introductions.  Chair Haddock opened the meeting at 1:33 p.m.
II. Minutes of January 19, 2006.  Motion for approval by Roger Terry.  Seconded by Lynn Carlin.  Motion approved.
III. Announcements.  None.
IV. Discussion/Update Items

A. Addition of two items to the "Examples of Prohibited Use" section of the Information Technology Usage Policy (Rebecca Gould).  .050 Examples of Prohibited Use “b. sharing your eID password with others;” was added in the Spring of 2005, after approval from IRMC.  It was proposed that “p. creating products/services for commercial gain” be added due to the media development center recently being used for this purpose and their staff being used for this also.  It was discussed that .030 wording of “official use,” “mission of the university,” and “other users’ resources” prohibit this type of use of university resources.  It was decided that “p” was not needed and will be omitted.  It was also decided to keep “b. sharing your eID password with others” be kept in the policy as well as including it in a new password policy.
B. Proposed password requirements policy from SIRT (Harvard Townsend).  This policy revision is in response to last year’s security audit.  According to the audit, K-State needs to have longer and more complicated password requirements with a 90-day use limit.  While the 90-day limit is unreachable at this point, there were other suggestions that can more easily be put into use.  The proposed policy revision is to strengthen and clarify password rules.  With a longer, more complex password there is a less likelihood of being cracked.  PPM 3430 section .050 has a short paragraph on passwords.  The section reviewed by IRMC is to replace this short paragraph in the policy.  Wording of several parts of the section was discussed.  Numbers 1-5 are enforceable with the hopes of cooperation for 6-10.  This policy revision was not voted on at this meeting due to FSCOT needing to review in May meeting.
C. Is a policy needed to prohibit the use of Google Desktop's "search across computers" feature on K-State computers or at a minimum on computers that have sensitive data? (Harvard Townsend).  This has been brought forth due to security issues.  The use of the search, as well as advantages, disadvantages and risks associated, were discussed.  The “search across computers” feature allows home and work computers to communicate by indexing everything and sending it to a Google server, where information is stored until needed.  It is assumed that law enforcement may be able to subpoena this information from Google if it is thought to be needed in a legal case.  There could potentially be many FERPA, open records, personnel information leakages/violations due to information being stored off campus.  Even the desktop search can pose a moderate risk even though the index for this is stored on the computer in use so it was decided by SIRT that it should not be used.  SIRT questioned if there needs to be a written policy prohibiting use.  This software technique could be more widespread in the future with other websites offering similar features.  The policy could therefore be written as a generic policy to cover any and all software with similar features.  Instead of a new policy this could be listed as a “prohibited use” in PPM 3420.  Harvard to draft a policy regarding this and talk to the attorneys about the legality of using such software with university resources.
D. Review the revised draft policy on the Collection, Use, and Protection of Social Security Numbers.  Student id cards are about to be issued and that process may raise additional issues.  IRMC will not vote on this policy until the May meeting. (Lynn Carlin).  Lynn reviewed the recent changes and suggestions made by IRMC and other departments.  The policy has been reviewed by the University Attorneys.  A few more suggested changes will be made to the policy as a result of questions that Lynn had for the committee and other suggestions made at this time.  The policy will be brought back to IRMC next month for vote.
V. Other business as needed.  None.
VI. Adjournment.  Motion to adjourn by Gary Leitnaker.  Meeting was adjourned at 2:48 p.m.  The next meeting will be May 18th at 1:30.
